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Traffic sensing and characterization is an important building block of cognitive networking
systems, however, it is very challenging to perform traffic characterization in multi-
channel multi-radio wireless networks. Due to the presence of network traffic in multiple
channels, the existing count-based packet sampling methods demand continuous capture
on each channel to be effective; this requires a dedicated wireless interface per channel,
and hence the existing sampling methods require a very expensive infrastructure and have
poor scalability. Time-based sampling methods, on the other hand, offer a cost-effective
and scalable solution by reducing the amount and cost of the resources necessary to mon-
itor and characterize the wireless spectrum.

The contributions of this paper include the following: (i) a discussion of packet sampling
techniques for traffic sensing in multi-channel wireless networks, (ii) a comparison of var-
ious time-based sampling strategies using the Kullback-Leibler divergence (KLD) measure,
(iii) a study on the effect of the sampling parameters on the accuracy of the sampling strat-
egies, (iv) development of sampling accuracy graphs for easing the process of best sam-
pling scheme selection in multi-channel wireless networks, (v) the proposal of a new
metric (traffic intensity) which estimates the busyness of channels by taking into consid-
eration not only the successfully received packets but also corrupt or broken packets,
(vi) implementation of time-based sampling in a prototype traffic sensor device for
multi-channel traffic sensing in IEEE 802.11 b/g networks, and (vii) characterization of a
campus IEEE 802.11 network environment in a spatio-temporal-spectral fashion using
sampled traffic traces collected by traffic sensors.

© 2011 Elsevier B.V. All rights reserved.
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1. Introduction performance, as well as resource management, goals. In a

cognitive network paradigm, all network elements track

Cognitive networking involves developing wireless sys-
tems that will have much deeper awareness about their
own operations and the network environment, learn rela-
tionships among network parameters, network protocols,
and the network environment, plan and make decisions
in order to achieve local, end-to-end, and network-wide
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the spatial, temporal, and spectral dynamics of their own
behavior and the behavior associated with the environ-
ment, and report that information to a cognitive controller.
The information so gathered is used by the cognitive con-
troller to learn, plan and act in a way that meets network
or application requirements [1,2]. Cognitive networking
differs from cognitive radios or cognitive radio networking
[3,4] in that the latter two apply cognition only to the
physical layer to dynamically detect and use whitespaces
in the spectrum, focusing strictly on dynamic spectrum
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access, whereas the objective of cognitive networks is to
apply cognition to all layers of the network protocol stack
for achieving network-wide performance goals.

A cognitive controller acts as the brain of a cognitive
networking system. The cognitive controller has to gather,
compact, and analyze large amounts of wireless network
traffic across several dimensions such as space, time, and
frequency in order to characterize the wireless environ-
ment and the state of the network. However, in most of
the existing studies on the characterization of wireless
LANs, measurements have been conducted on the wired
portion of the network using wired monitoring hardware
and/or combined with SNMP statistics collected from APs
[5]. While it is easier to make consistent measurements
in the wired portion of the network, such measurements
cannot monitor the actual IEEE 802.11 frames spread
across multiple channels and hence fail to observe the sig-
nificant vagaries present in wireless spectrum. In [6,7] the
authors proposed wireless monitoring systems for enter-
prise IEEE 802.11 b/g networks. The proposed monitoring
system consists of a set of wireless traffic sensors, each
one equipped with one or more wireless network interface
cards (NICs) that are configured on one of the orthogonal
channels available in the 2.4 GHz ISM band in order to
monitor all the traffic in those channels; traces obtained
from multiple sensors are then merged to construct a glo-
bal view of network activity, from which one can extract
characteristics like application workloads, user session
durations, user mobility patterns, and temporal network
usage patterns. The cognitive networking paradigm, how-
ever, requires a characterization of the wireless network
traffic present in each of the channels in a spatio-temporal
fashion. Such characterization helps the network to tailor
its optimization criteria to different network elements
present in the system. To address this issue, we propose
not to merge the network traffic traces collected from dif-
ferent channels and locations with the help of traffic sen-
sors, and store them separately across three dimensions:
space (location of traffic sensor), time, and spectrum
(channel).

1.1. Challenges in multi-channel wireless network traffic
sensing and characterization

The traffic in wireless LANSs is spread across a number of
channels, whereas a single wireless NIC can typically mon-
itor only one channel at a time. The 802.11 b/g-based wire-
less networks operate on the 2.4 GHz ISM band and have
11 (13) channels in USA (Europe) to choose from.! Even
though orthogonal channels are typically used for configur-
ing APs, in some scenarios (e.g., non-802.11 sources such as
Bluetooth, microwave ovens, and noise rendering an orthog-
onal channel useless) other channels are also being used in
the configuration of APs. In some scenarios, APs belonging
to different wireless LANs co-exist on the same channel

! In the rest of this paper, we consider the 2.4 GHz ISM band in USA and,
therefore, discuss in terms of 11 channels permitted for use in Wi-Fi
networks. However, this work can be easily extended to 13 channels
available in the 2.4 GHz ISM band in other regions for Wi-Fi network
operation.

and compete for radio resources in the same geographic re-
gion. To characterize traffic in such network environments,
the wireless monitoring system should have the capability
of monitoring all wireless channels in a spatio-temporal
fashion. In order to characterize wireless traffic on all chan-
nels, the traffic sensor has either to have a dedicated wire-
less NIC per channel in order to measure all the traffic in
that channel (1:1 sampling ratio), or to switch a single wire-
less NIC across all the channels in a round-robin fashion,
thus measuring a fraction of traffic on each channel (ie.,
1:11 sampling ratio as we have 11 channels in 2.4 GHz
ISM band for Wi-Fi operation). In the first case, the sensor
device would be very complex due to the large number of
wireless NICs being used, and moreover the transmission,
storage, and analysis of the captured packets from a large
number of channels simultaneously could be problematic.
Therefore, such a multi-interface complete capture solution
would be very expensive and would scale poorly to large
scale multi-channel wireless network environments. The
multi-channel traffic sampling scheme is, therefore, essen-
tial. The data reduction resulting from sampling not only re-
duces the bandwidth consumed in transmitting the
measurement data to the collection point (i.e., a cognitive
controller with a central database repository) but also de-
creases the cost incurred for analysis and storage of the data.
The deployment of sampling methods aims at estimating
some specific characteristics of the parent population (i.e.,
the complete network traffic trace) at a lower cost than a
complete census would demand. Sampling trades off the
opposing goals of controlling estimation accuracy and mea-
surement costs.

Unlike wired networks, the wireless environment has a
number of unique characteristics that would affect the
accuracy of the traffic sampling strategy. Due to the pres-
ence of aggregate traffic in the local wireless environment,
the traffic characteristics do not follow well known statis-
tical distributions such as Poisson or exponential. In addi-
tion, the presence of broken or corrupt packets can
contribute to the consumption of channel resources ex-
actly similar to a successful packet. The inability of the
monitoring device to take into account such packets can
lead to erroneous characterization. Above all, unlike in
wired networks, the wireless environment offers multiple
transmission rates. Therefore, the channel resources con-
sumed by a 1 Mbps packet is several times more than the
channel resources consumed by the same length packet
transmitted at 11 Mbps. Unlike the wired network traffic
characterization, the wireless traffic characterization can
be affected by unknown interference sources as well. For
example, the presence of Bluetooth traffic or microwave
traffic can potentially affect the IEEE 802.11 b/g network
traffic, thereby resulting in an erroneous characterization
of WLAN traffic.

The organization of the rest of the paper is as follows: In
Section 2, we give a brief overview of packet sampling
schemes and then present the metric of importance for
studying accuracy of sampling schemes. Section 3 reviews
existing works in network traffic sensing and characteriza-
tion. In Section 4, we compare and study the accuracy of
sampling schemes by varying sampling parameters.
Section 5 outlines the design and implementation of the
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traffic sensor device, and presents the monitoring testbed
infrastructure that we use for traffic characterization in
our campus IEEE 802.11 wireless network environment.
Section 6 briefs the historical traffic statistics that we
derived from the sampled traffic traces of the campus
wireless environment, and finally Section 7 contains con-
cluding remarks.

2. Packet sampling

As a scalable means of monitoring network traffic, pack-
et-level traffic sampling has attracted much attention from
the industrial and research communities. Sampling is a
form of passive traffic measurement, in which not all pack-
ets are measured, but only a fraction of them, which are se-
lected based on the sampling method and parameters
associated with the sampling process. For instance,
count-based systematic sampling method such as “1 out
of N packets” represents a popular sampling design em-
ployed in Cisco and Juniper routers.

Sampling methods can be characterized by the sam-
pling algorithm, which describes the basic process for the
selection of packets from each sampling interval, and the
type of trigger used to start the packet capture. Based on
the sampling algorithm, there are three main classes of
sampling methods: simple random sampling, systematic
sampling, and stratified random sampling [13]. As shown
in Table 1, for each class, one can use either packet counts
or timers to trigger the selection of packets for inclusion in
a sample. In the case of simple random sampling, packets
are selected randomly from the parent population by treat-
ing the whole trace as a single sampling interval. In the
other two methods, the whole population trace is divided
into several small sampling intervals and some packets
are chosen from each such interval. In systematic sam-
pling, packets are selected deterministically from each
sampling interval, whereas stratified random sampling in-
volves selecting packets randomly from each sampling
interval.

Based on the type of trigger used to start the packet
capture, sampling methods can be broadly classified into
count-based and time-based sampling schemes. In count-
based sampling, the packet count triggers the start of a
sampling interval. Here, the sampling period (SP) is defined
in terms of the number of packets. The sampling duration
(SD) or length is defined as the number of packets selected
for inclusion in the sample from each sampling interval. In
time-based sampling, a timer triggers the start of a sam-
pling interval or sampling period. Hence, SP is defined as

Table 1
Various packet sampling schemes.

a time interval. However, SD can either be timer-driven
or count-driven for time-based sampling schemes. Hence,
time-based sampling schemes can be further classified into
timer-driven time-based sampling and count-driven time-
based sampling schemes.

Fig. 1 shows an example of simple random sampling
with SD = k pkts and SP = N pkts, where N is the total num-
ber of packets in the complete packet trace. Each pattern
filled circle represents one packet selected by the sampling
scheme from the population trace. Since this kind of sam-
pling requires availability of the complete packet trace in
advance, it is useful for only off-line studies and hence
not a candidate for implementing in real-time traffic sen-
sor systems. An example of count-driven count-based sam-
pling is to select two packets out of every five packets in
the packet stream. Fig. 2(a) and (b) show systematic and
stratified random versions of this sampling (namely SCC
and SRCC), respectively. Unlike in SCC, two packets are se-
lected randomly from the pool of five packets in each in-
stance of sampling period in the SRCC scheme. An
example of count-driven time-based sampling is to sample
one packet every 1 s. Fig. 3(a) and (b) show systematic and
stratified random versions of this kind of sampling (namely
SCT and SRCT), respectively. It is to be noted that different
SPs may have different number of packets available due to
burstiness in network traffic. Sometimes it may even be-
come impractical to realize count-driven time-based sam-
pling schemes for certain combinations of sampling
parameters, for example, when the number of packets
available in SP is less than the number of packets to be
sampled as per a given value of SD. This is a problem be-
cause one parameter is defined in terms of packets (SD)
while other one is defined as a time interval (SP). However,
this kind of problem will not arise in case of timer-driven
time-based sampling, an example of which is to capture
whatever packets that arrive in the first 100 ms of every
1 s. Fig. 4(a) and (b) show systematic and stratified random
versions of this sampling (namely STT and SRTT),
respectively.

2.1. Why not count-driven count-based sampling for multi-
channel wireless traffic sensing?

We now answer the question of why we cannot employ
count-based sampling schemes like SCC and SRCC, very
popular in the (wired) Internet domain for traffic sensing
and characterization, for the multi-channel wireless net-
work domain. One of the main reasons is that there are
multiple channels to be monitored and we want to sample

Sampling scheme Sampling algorithm

Trigger type (sampling duration, sampling period)

Example

SR Simple random

ScC Systematic Count-driven count-based
SRCC Stratified random Count-driven count-based
SCT Systematic Count-driven time-based
SRCT Stratified random Count-driven time-based
STT Systematic Timer-driven time-based
SRTT Stratified random Timer-driven time-based

Count-driven count-based (only one interval)

k pkts randomly out of ALL pkts

k pkts out of every N pkts

k pkts randomly out of every N pkts
k pkts in every 11 s

k pkts randomly in every 11s
tsinevery 11s

t s randomly in every 11s
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Fig. 1. Simple random sampling with SD = k pkts and SP = N pkts. Each pattern filled circle represents one sampled packet chosen from the population trace

by the sampling scheme.
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Fig. 2. Count-driven count-based sampling schemes with SD = 2 pkts and SP = 5 pkts.
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Fig. 3. Count-driven time-based sampling schemes with SD =1 pkt and SP=1s.
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Fig. 4. Timer-driven time-based sampling schemes with SD = 100 ms and SP=1s.

traffic from these channels with just one wireless NIC to re-
duce the cost and complexity of the traffic sensing process.
The other reasons are that traffic characteristics like inter
arrival times (IATs), packet sizes, and data rates vary spec-
trally, temporally, and spatially, and the channel switch
time (CST, the time needed for tuning a wireless NIC from
one channel to another) is not negligible. Although hard-
ware specifications of several manufacturers indicate CST
in the order of 200 ps, actual times may be higher as a re-
sult of driver code paths and delays in waiting for any
pending receive dynamic memory access (DMA) opera-
tions on the old channel to finish [8]. A conservative CST
estimate is between 1 ms and 5 ms for Orinoco, Atheros,
and Intersil wireless chipsets [9].

We now illustrate the problem in employing count-based
sampling for multi-channel traffic sensing by considering a
hypothetical scenario in which traffic characteristics do not
vary spectrally and temporally. More specifically, we assume
thatIAT is constant and remains the same for all channels that
we want to monitor. Let us also assume that packet transmis-
sion times are negligible, CST = 5 ms, IAT = 625 ps, SD is one
packet, and there are only three channels to sample as shown
in Fig. 5. Since CST is greater than IAT, SP that can be realized
in this hypothetical scenario is given by

CST x Number of Channels
> . (1)
IAT

Hence SP should be at least 24 packets and we can
implement “1 out of 24 packets” SCC sampling for moni-
toring a three-channel wireless system. For implementing
the “1 out of 11 packets” SCC sampling for monitoring an
IEEE 802.11 b/g system with 11 channels, according to
Eq. (1), it requires IAT >CST (5 ms) which is not realistic
in high traffic environments. Further, packet transmission
times are not negligible and they affect IATs in real wire-
less systems. The IATs also vary widely across channels.
In any given channel, IATs are not constant and, instead,
vary widely on per packet basis from a few pis to several
seconds due to burstiness of network traffic. Lack of con-
stant IAT on a channel means we do not know in advance
when to switch back to that channel for collecting the next
sample. In such chaotic real wireless systems, Eq. (1) does
not hold any more and it is impractical to realize any
count-based sampling scheme even when CST is zero.
Hence, in practical multi-channel wireless network scenar-
ios, count-based sampling schemes are not realizable with
a single wireless NIC.

We conclude that implementing a count-based traffic
sampling method is very expensive in a multi-channel

SP
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Fig. 5. Systematic count-driven count-based sampling with SD =1 pkt and SP = 24 pkts.

wireless network environment, as it requires one dedi-
cated wireless NIC to sense each channel. The time-based
sampling methods seem to offer a cost-effective and scal-
able solution by reducing the cost of resources necessary
to accurately characterize the wireless traffic. For example,
the use of timer-driven time-based sampling enables us to
make use of a single wireless NIC to sample multiple chan-
nels in a round-robin fashion. However, in order to achieve
a high sampling accuracy, we need to determine the rela-
tionship between parameters SD and SP, and identify the
right set of values for these parameters for time-based
sampling.

In order to reduce the implementation cost of wireless
traffic characterization by using time-based sampling
schemes, we need to reduce the value of SD and maximize
the value of SP without affecting the accuracy of character-
ization. If we have only one wireless interface for sampling
traffic in IEEE 802.11 b/g networks, which have 11 chan-
nels for traffic characterization, SP should be at least
11 x SD. Otherwise, it is impractical to perform multi-
channel sampling with just one interface card in IEEE
802.11 b/g networks. Hence, ideally SD and SP should
maintain a 1:11 ratio.

2.2. Accuracy of sampling

We can characterize a sampling method with the fol-
lowing four parameters: sampling algorithm, trigger type,
sampling period, and sampling duration. The values of
these parameters should be chosen based on the accuracy
requirements and the sampling overhead, as well as the
characteristics of the parent population and the traffic
metrics being measured. In this work, we take four traffic
metrics and compare the sampling methods based on
how correctly the information can be extracted from the
sampled traces. Metrics of interest are: packet size distri-
bution, packet PHY data rate distribution, packet received
signal strength indicator (RSSI) distribution, and packet

inter-arrival time (IAT) distribution. We implemented four
time-based sampling methods (the bottom four in Table 1)
at different granularities by varying sampling duration and
sampling period. Our goal is to study the effect of sampling
parameters on the integrity of the resulting samples.

To measure and compare the performances of various
sampling methods, we need a metric to measure how close
the distributions given by the sampling methods are, com-
pared to the actual distributions of the parent populations.
We now describe one such statistical measure that quanti-
fies the distance, or relative entropy, between two proba-
bility distributions.

Let p(x) denote the probability mass function for the
distribution of the parent population packet trace. In this
work, we studied characteristics of four different popula-
tion packet trace distributions: packet size distribution,
packet PHY data rate distribution, packet received signal
strength indicator (RSSI) distribution, and packet inter-
arrival time (IAT) distribution. Therefore, random variable
x refers to either packet size, PHY data rate, RSSI, or IAT.
For example, for the distribution of packet sizes, the term
p(i; < x<iy) gives the probability of packet size lying in
the interval, [iy, i). The probability mass function defines
the probability that the traffic metric under study (e.g.,
packet size and RSSI) lies in certain intervals. Let s(x) de-
note the probability mass function for the sampled packet
trace obtained by applying one of the sampling methods.
The normalized Kullback-Leibler divergence (NKLD) [14]
is defined as

NKLD(p(x)||s(x)) = (2)

HpX))
where
KLD(p(x)|is(x)) = > p(x)L
xey X
and H(p(X)) =Y _p(x) log
xey
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H(p(X)) is the entropy of the random variable X with distri-
bution p(X). The KLD is zero when the distributions are
identical and strictly positive otherwise. The calculation
of NKLD requires the selection of a set of intervals () for
the traffic metric distribution under investigation. In our
experiments, for each traffic metric distribution we choose
% in such a way that each interval contains at least 1% of
data from the population data set. For example, in case of
packet size distribution we start from the lowest packet
size value found in the population data set and increase
the value until we get at least 1% of data to obtain the
boundary of the first interval. Then beginning with the
boundary of the first interval, we repeat the above proce-
dure to obtain the boundary of the second interval, and
so on. Once intervals are known, it is straightforward to ob-
tain the probability mass functions for the population
packet trace and sampled packet traces.

3. Related work

In literature, several studies addressed the issue of char-
acterizing wireless LANs (see [5-7] and the references in
them). Most of them, however, relied upon wired monitor-
ing and/or the use of SNMP statistics, and hence did not
characterize the wireless spectrum in a spatio-temporal
fashion. Some work which employed wireless traffic sen-
sors was focused on the merging of traces collected from
all channels and locations for the characterization of global
network activity [5-7]. However, the cognitive networking
paradigm requires the characterization of the traffic on all
channels in a spatio-temporal fashion. Hence the wireless
monitoring system should have the capability to sample
a fraction of the traffic from all wireless channels.

On the characterization of data network traffic, Claffy et
al.[10] presented a detailed study of the performance of var-
ious sampling methods for wide area network traffic. Their
work focused on the sampling accuracy of time and count-
based methods for both random and systematic periods of
sampling. However, they only studied count-driven time-
based sampling. Their result mainly pointed to the inappro-
priateness of using the count-driven time-based techniques
because they do not perform as well as the count-based
ones. This is due to traffic patterns, i.e,, it is well established
that Internet traffic is bursty over a range of time scales.
Consequently there can be inhomogeneous bursts of many
packets with small inter-arrival times. Time-based sam-
pling methods more easily miss these than a count-based
method, and estimators built on them have higher variance.
However, as explained in the previous section, implement-
ing a count-based sampling method is very expensive in a
multi-channel wireless network environment.

In [11], the authors proposed two methods for channel-
based sampling in IEEE 802.11 b/g networks: the first
method is a timer-driven time-based sampling with fixed
sampling parameters, while the second method adaptively
varied the sampling duration as a function of the packet
arrivals seen on each channel. However, the effect of sam-
pling parameters on the accuracy of sampling, which is one
of the most important aspects, was not reported in their
work. Time-based sampling methods are not studied thor-

oughly in the literature. Most of the conclusions derived on
the accuracy of these methods are based on count-driven
time-based sampling with some arbitrarily fixed sampling
parameters [10].

In this work, we first study the accuracy of various time-
based sampling schemes by varying the sampling periods
and sampling durations for traffic sensing in multi-channel
wireless networks. Then we outline the design and imple-
mentation of a traffic sensor system for multi-channel
wireless networks. Finally, we present some results on
the characterization of a campus IEEE 802.11 network envi-
ronment in order to show the effectiveness of the traffic
sensor system. In [12], we conducted a preliminary study
on traffic sampling in wireless networks. In this paper, we
thoroughly extend that work by (i) presenting a tutorial
on packet sampling schemes, (ii) studying sampling accu-
racy measures for several important network parameters
such as packet inter arrival times (IATs) and packet PHY
data rates, (iii) providing sampling accuracy graphs for
helping network engineers to choose the best sampling
scheme and sampling parameters for characterizing IEEE
802.11 networks, (iv) outlining the design and implementa-
tion of a prototype system for performing traffic sensing
activity, (v) providing historical traffic statistics of our cam-
pus IEEE 802.11b/g network based on samples collected
through a monitoring testbed, and (vi) attributing a mean-
ing to NKLD values by also measuring relative error (RE)
between sample traces and the population trace.

4. Comparison of sampling schemes

In order to get samples at different granularities for
various time-based sampling schemes and measure their
sampling accuracy using the NKLD measure, we need pop-
ulation (i.e., complete) packet traces. Therefore, we config-
ured two of the traffic sensor nodes? to do continuous
packet capture on one particular orthogonal channel for four
weeks. We treat these traces as our parent population data
sets for that channel and generate different sample traces
for that channel by varying sampling duration and sampling
period for various time-based sampling schemes. Complete
population traces from multiple channels are not necessary
for our study because in cognitive networking we are mainly
interested in channel wise traffic characterization, not aggre-
gate traffic behavior from all channels. The packet sampling
accuracy is not directly related to the presence of multiple
channels in the network; instead it depends on the sampling
algorithm, sampling duration, and sampling period. Hence,
we studied the effect of these parameters on the accuracy
of packet sampling by considering the complete population
trace from one particular channel. We also repeated experi-
ments by varying channel number, but excluded those per-
formance results from the paper as we observed similar
trends in the performance. In this study our target per-pack-
et traffic distributions are packet sizes, IATs, packet PHY data
rates, and RSSIs. In the graphs all performance results are
shown with 95% confidence intervals.

2 We outline the design and implementation of the traffic sensor node in
the next section.
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Fig. 6(a) shows the variation of the NKLD measure for
various samples of STT and SRTT sampling schemes for
the distribution of packet sizes. In this experiment, we kept
SP constant at 11 s and varied SD from 100 ms to 11 s to
obtain various samples from the parent population packet
size trace. As SD increases (i.e., the sample size increases)
the values of NKLD gradually decrease. Overall, we see a
small divergence between the population packet size trace
and sampled packet size traces of STT and SRTT schemes.
In addition, when the SD goes beyond 1 s, the variation
in the NKLD decreases. In other words, even samples gen-
erated with an SD of 1 s are closely matching the distribu-
tion of the parent population. From the figures we can also
observe that the performance of the STT and the SRTT
sampling schemes is almost identical. However, as SRTT
requires the generation of pseudo-random numbers, it is
more expensive to implement it in real traffic sensor
systems.

Fig. 6(b) shows the NKLD measures of count-driven
time-based schemes, SCT and SRCT. For these sampling
schemes, SD is defined as the number of packets to capture
for inclusion in the sample during SP. As shown in the fig-
ure, the performance of SCT and SRCT schemes are almost
identical. However, when we compare these schemes
against the timer-driven time-based schemes (STT and
SRTT), the NKLD measures are significantly lower for the
timer-driven time-based schemes than for the count-dri-
ven time-based sampling schemes (SCT and SRCT). This
is because in count-driven time-based schemes the sample
size is fixed (as SD is defined in terms of packet count) and
does not grow proportionally with the traffic load in the
network, while in the case of the STT and SRTT schemes
sample size grows proportionally to the traffic load, as
SD is defined as a time interval. From the above results,
we conclude that the STT sampling scheme is the best
sampling strategy in terms of sampling accuracy and ease
of implementation in real systems. We now employ STT
and compute NKLD measures for samples obtained from
the population of packet PHY data rates, IATs, and packet
RSSI traces. Fig. 7(a)-(c) show their corresponding NKLD

25 x 107 Packet size distribution

*-STT
—6—SRTT

NKLD

SD in Sec
(a) STT and SRTT schemes

NKLD

B.R. Tamma et al./ Computer Networks 56 (2012) 1968-1982

scores. Comparing these figures with Fig. 6(a) we can ob-
serve that the inter-arrival time distribution has the low-
est NKLD values. Out of the four traffic metrics studied,
the samples of packet PHY data rate distribution exhibit
higher divergence from the population packet trace. This
could be due to fewer intervals (|y|, refer Section 2.2 for
more details) as packet PHY data rate can take only a fixed
number of pre-determined values for IEEE 802.11 b/g net-
works. Since the maximum divergence is still very small
and negligible, we can configure the traffic sensor nodes
with STT sampling to accurately sense and characterize
all the traffic metrics in multi-channel wireless network
environments.

4.1. Effect of the sampling period

In this experiment, we study the effect of sampling per-
iod on the sampling accuracy for various packet distribu-
tions. We kept SD constant at 1s and computed the
NKLD from the samples obtained using the STT sampling
scheme by varying SP from 1 s to 32 s. Fig. 8 shows NKLD
values for the distributions of packet RSSIs, packet sizes,
packet IATs, and packet PHY data rates. As expected, for
all the traffic metrics the NKLD increases when SP in-
creases due to decrease in sample size. We can also ob-
serve that the packet inter-arrival time distribution has
the lowest divergence values. We also conducted similar
experiments by varying channel number for four weeks
in our campus; the results are very similar to what we pre-
sented in this paper, and have therefore been omitted.

4.2. Sampling accuracy graph for IEEE 802.11 b/g networks

In order to reduce the implementation cost of wireless
traffic characterization, we would like to reduce the value
of SD (defined in terms of time units) and maximize the
value of SP (defined in terms of time units) without sacri-
ficing sampling accuracy. If we have only one wireless
interface for sampling traffic in an IEEE 802.11 b/g
network, which has 11 channels for traffic characterization,

Packet size distribution
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Fig. 6. NKLD vs. SD for packet size distribution for different time-based sampling schemes. Note that y-axis ranges of (a) and (b) are different and NKLD
scores of time-driven time-based schemes (STT and SRTT) are better by two orders of magnitude compared to count-driven time-based schemes (SCT and

SRCT).
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Fig. 8. NKLD vs. SP for STT sampling scheme for different packet
distributions.

SP should be at least 11 x SD. Otherwise, it is impractical
to perform multi-channel sampling with just one interface
card in IEEE 802.11 b/g networks. Hence, ideally SD and SP
should maintain a 1:11 ratio.

We developed sampling accuracy graphs for helping
network engineers in choosing the best sampling scheme
for characterization of multi-channel wireless networks
such as enterprise IEEE 802.11 b/g networks. Fig. 9(a) and
(b) show variation of NKLD scores for different (SD, SP)
combination pairs of STT/SRTT/SCT/SRTT schemes. As one
can see from Fig. 9(a) and (b), which show variation of
NKLD with SP and SD on log-scale for systematic and strat-
ified random schemes, respectively, there are several possi-
ble (SD, SP) combination pairs with 1:11 sampling ratio. Let
us consider three such pairs (SD =250 ms, SP = 2750 ms),
(SD=1s, SP=115), and (SD=2s, SP=22s) for STT/SRTT
sampling schemes. Here we exclude SCT/SRCT schemes
from the discussion because their performance is worse
by one to two orders of magnitude compared to STT/SRTT
schemes. For any given (SD, SP) combination pair, we can
observe that the performance of STT and SRTT sampling
schemes is almost identical. However, SRTT schemes are
more expensive to implement in real networks as they re-

scheme for different packet distributions.

quire the generation of pseudo-random numbers and,
therefore, we exclude them from the candidate schemes
for best sampling scheme. Among the remaining three
(SD, SP) combination pairs of STT sampling, as shown in
Fig. 9(a), (SD = 250 ms, SP = 2750 ms) has the best sampling
accuracy (ie., the lowest NKLD score) while (SD=2s,
SP = 22 s) has the highest NKLD score. This is because when
SD is small the sampling scheme is switching across chan-
nels very fast and, therefore, able to capture burstiness of
traffic more closely, which resulted in better sampling
accuracy. However, rapid channel switching at ms or pus
granularity may not be practical due to hardware/software
limitations of off-the-shelf wireless cards. Hence we have
chosen STT with (SD=1s, SP=11s) as the sampling
scheme for IEEE 802.11 b/g networks.

But SP is going to stretch if channel switching is not
instantaneous (i.e.,, CST > 0). While reporting our sampling
accuracy results, we assumed that CST=0 and therefore
the 1:11 ratio holds between SD and SP. Our assumption
is justified because we are generating samples offline from
the complete capture obtained for one particular channel.
Ideally, CST should be considered while determining SP
time. The following equation gives SP in terms of SD and
CST.

SP > 11 x (SD + CST).

CST estimate is between 1 ms and 5 ms for Orinoco, Ather-
os, and Intersil wireless chipsets. When SD=1s and
CST=5ms, SP > 11.055 s. From Fig. 9(a) and (b), one can
observe that (SD=1s, SP=11.055s) and (SD=1s,
SP=11s) pairs have almost same NKLD scores. Hence,
the effect of CST on sampling accuracy is negligible for
commercially available Wi-Fi chipsets and the 1:11 ratio
still holds between SD and SP.

For designing an efficient multi-channel sampling sys-
tem, engineers could choose a desired NKLD value in the
sampling accuracy graphs shown in Fig. 9, check a variety
of sampling parameters (i.e., (SD, SP) combination pairs for
STT/SRTT/SCT/SRTT sampling schemes) that could meet
the NKLD requirement, and then decide on the scheme
with the minimal implementation cost associated with it.
Different schemes require different storage and processing
resources, and associated implementation cost. The
number of channels to sense plays a decisive role in
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Fig. 9. Sampling accuracy graphs for packet IAT distribution. Note that NKLD values on y-axis are plotted in log-scale.

choosing the best scheme because some of the schemes
may not meet the NKLD requirement within the feasibility
constraints of real systems.

5. Traffic sensor architecture and monitoring testbed

Fig. 10 shows the schematic diagram of the multi-
channel traffic sensor. The traffic sensor obtains sensorial
information about the surrounding communication envi-
ronment. This sensorial information is expected to be avail-
able in the form of measurements of different types, e.g.,
traffic information, signal and noise power measurements,
as well as time and location coordinates. The traffic sensor
node uses an IEEE 802.11 based wireless NIC for sensing
or monitoring the traffic related information from each of
the IEEE 802.11 channels in the 2.4 GHz spectrum. The main
components of the traffic sensor are the time-based sensing
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Fig. 10. Architecture of multi-channel traffic sensor node.
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control module, traffic sensor module, network error sensor
module, and the synchronization and control module. The
time-based sensing control module controls the time for
which the traffic samples from each of the channels are to
be collected. This enables the traffic sensor to sample traffic
in all the channels in a predefined static or dynamic fashion.
The synchronization and control module performs synchro-
nization of the traffic sensor to a public NTP server over the
wired network to achieve time synchronization. The net-
work error sensor module is used to gather additional mea-
surements which can be used to better characterize the
wireless medium. In particular, we are interested in collect-
ing additional statistics like the number of CRC errors per
unit time (i.e., failed packet receptions due to a bad CRC in
the MAC trailer) and PHY errors per unit time (failed packet
receptions due to the CRC failure on the PLCP header). The
data transfer module dumps all these traffic related mea-
surements into a database repository and thereby provides
historical as well as instantaneous traffic information for
learning and decision making by the cognitive controller.
The cognitive controller can either be implemented locally
or realized in a central controller system for global decision
making.

All of our wireless traffic monitoring activity took place
within the University of California San Diego (UCSD) divi-
sion of CALIT2, a large six-story building. Avaya APs pro-
vide production wireless service, configured for IEEE
802.11 b/g service. Furthermore, there exist some experi-
mental mesh networks in the testbed environment. Among
production APs located on 4th and 6th floors, we have de-
ployed 11 traffic sensor nodes as shown in Fig. 11. Each
traffic sensor [15] consists of a Soekris net4521 system
board with one Ubiquity IEEE 802.11 a/b/g wireless NIC
based on the Atheros AR5213 chipset. The wireless NIC is
configured in monitor mode to capture all IEEE 802.11
packets in the air. Each sensor node runs on Voyage Linux
with kernel 2.6.x and uses the open source MadWiFi driver
[16]. Each sensor node is connected to the campus intranet
via one of the Ethernet interfaces. Traffic sensors use the
tcpdump packet sniffer [17] to create capture files and
remit them to the central database repository of the



B.R. Tamma et al. / Computer Networks 56 (2012) 1968-1982 1977

| Traffic Sensor Node

— Wired link

—® <2,

! <N
TN
T

A

Visualization &
Data Analysis
Module

Internet

,\ <
Cognitive Controller Repository

Fig. 11. Traffic sensing testbed infrastructure.

cognitive controller over the wired network. To reduce the
storage cost, we configured tcpdump to capture only the
first 250 bytes (144 bytes for Prism monitoring header)
of each sampled packet. This is a reasonable solution, since
the TCP header and other protocol headers are located at or
near the start of the packet. Implementation of the time-
based sensing module is done using a combination of shell
scripts running wireless-tools [18] and MadWiFi tools.
These are used to periodically switch the wireless NIC's
channel setting in order to gather traffic samples from all
IEEE 802.11 b/g channels; channel switching is done in
parallel to the traffic monitoring activity. In order to report
additional information about the packet currently being
captured, the MadWiFi driver generates the Prism moni-
toring header, 144 bytes in length, and adds it to the pack-
et. The Prism monitoring header contains, among other
information, the RSSI, channel and data rate of the packet.

The cognitive controller with a central database reposi-
tory is a Dell PowerEdge 1900 server with 7.2 TB of storage.
At the central cognitive controller, a modified version of
tcpdump is employed to read the capture file to extract
Prism monitoring header fields and header field values
from the MAC through transport layers of the TCP/IP proto-
col stack. These values are stored in the central database,
implemented using MySQL, from which they can be que-
ried for analysis purposes. The cognitive controller stores
the information in two separate forms: (i) instantaneous
traffic records and (ii) historical traffic records. The instan-
taneous traffic records contain large amounts of wireless
network data traffic tagged with space and time informa-
tion. The historical traffic records are created from instan-
taneous traffic records, by averaging data referring to the
same location and channel over one-minute intervals.
The purpose of having historical traffic records is to speed
up subsequent reprocessing of information by not needing
to process the complete traffic records every time (this
operation being very costly). In addition to traffic samples,

we gather other measurements which can be used to bet-
ter characterize the conditions of the wireless medium. In
particular, the MadWIFI driver has a tool (athstats) which
provides additional statistics like the number of CRC errors
and PHY errors.

6. Historical traffic statistics

Though metrics such as the packet rate (packets per
second) and the traffic load (bits per second) indicate the
busyness of wireless channels to some extent, they fail to
quantify the utilization of radio resources in a clear and
compact fashion. With this respect, a more representative
metric is the traffic intensity (TI), defined as the fraction
of time in which the channel is occupied. This metric quan-
tifies utilization of channel resources in a scale from 0 to 1,
where 0 indicating channel is completely idle and 0% uti-
lized, and 1 indicating channel bandwidth is completely
utilized. However, the challenge is in the accurate estima-
tion of TI in wireless networks that use commercial
off-the-shelf NICs. We now present an effective strategy
for estimating each channel’s TI from the sampled packet
traces.

Let K denote the number of packets observed in an
interval of duration T. Let d; denote the transmission dura-
tion of the ith packet which also takes into calculation the
time required to transmit PHY layer convergence protocol
(PLCP) header. Then TI in the interval being considered is
Tl

i=K .
Tly — E;Tld 3)

In the case of sampled traffic traces obtained from the STT
sampling scheme with SD =1 s and SP = 11 s, the per-hour
calculation of TI in given channel has T=60x60/
11=327.27s. As per Eq. (3), TI takes into consideration
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only the channel resources consumed by successfully
received packets. However, corrupt or broken packets also
consume a significant amount of channel resources. For
this reason, we use the collected CRC error and PHY error
measurements, to estimate the amount of resources con-
sumed by corrupt or broken packets. CRC and PHY error
measurements are performed synchronously to channel
switching, therefore, SD=1s and SP=11s. We use the
average transmission duration of successfully received
packets in a given time interval to estimate the TI contribu-
tion provided by CRC error packets. Furthermore, we use
24 us (time taken to transmit ERP-OFDM PLCP header at
the basic PHY rate in IEEE 802.11 g cards) as the duration
of the contribution to TI given by PHY errors. Clearly this
is a lower bound because packets that are transmitted
using IEEE 802.11 b cards can have up to 192 ps as their
PLCP durations. Let CRCy and PHY7 denote CRC and PHY er-
ror counts in time interval T. Then we define Tlgggor as

i=K
Z}?ldi:| x CRCr + 24 s x PHY;
Tlgrror, = T ' “)

The spectral measurements obtained with help of spec-
trum analyzers can give more accurate estimation of busy-
ness of wireless channels compared to CRC and PHY errors
reported by MadWiFi driver. Hence, the proposed Tlggror
metric gives only an approximate bound on channel re-
sources consumed by corrupt or collided packets. In the
absence of a sophisticated and expensive spectrum ana-
lyzer, the only possibility available to estimate the re-
sources consumed by broken packets is to use our Tlggror
metric.

The total TI for a time interval T is defined as the sum of
Tl and Tlgggor,, given, respectively by Egs. (3) and (4). Un-
like other metrics, TI metric is able to estimate the busy-
ness of channels by taking into consideration both
successfully received packets and corrupt or broken pack-
ets. We, therefore, assume that TI metric provides us with
an effective way of estimating the amount of channel re-
sources consumed by both IEEE 802.11 transmissions on
adjacent channels as well as by non-802.11 interferers in
the absence of sophisticated spectrum analysers.

We implemented the STT sampling scheme in all our
traffic sensors with SD=1s and SP=11s and collected
samples for several months. We make use of the sampled
traffic to estimate population traffic statistics like mean
packet rate, mean traffic load, mean data rate, and TI
Ours is the first work reporting spatio-temporal-spectral
dynamics from sampled traces of all channels in IEEE
802.11 b/g networks by employing time-based sampling
schemes. We now show various traffic statistics for one
traffic sensor node (#11) deployed at the middle of the
4th floor of the building. Figs. 12 and 13 show mean traffic
loads (bps) and PHY data rates (Mbps) during normal
working days for all 11 channels, respectively. Even
though orthogonal channels (1, 6, and 11) contain higher
traffic due to presence of production network APs, other
channels also face traffic to a certain extent due to the
leakage of wireless signals (especially those transmitted
at basic rate of 1 Mbps, as evident from Fig. 13) into adja-
cent channels and presence of some experimental wireless
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Fig. 12. Working days: traffic load vs. channel vs. time.
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Fig. 13. Working days: PHY data rate vs. channel vs. time.

networks. It can also be observed from Fig. 12 that leakage
of packets is more into immediate adjacent channels: 2, 5,
7, and 10. From the above figures, one could come to a
conclusion that the traffic is very similar across the orthog-
onal channels. However, this is not true in terms of the
traffic intensity metric, as shown in Figs. 14 and 15, be-
cause radio resource consumption is different in those
channels. Since wireless signals from orthogonal channels
leak into adjacent channels, those channels experience a
lot of CRC and PHY errors as shown in Figs. 16 and 17,
and actually face some consumption of radio resources
(estimated using TIgrror Metric) as shown in Fig. 14. Again
immediate adjacent channels report higher number of CRC
and PHY errors. Fig. 15 shows the mean total TI (including
both the contribution due to successfully received packets
and corrupt or broken packets) during working days for all
11 channels. It is to be observed that spectrum utilization
is high in Channel 6 compared to the other two orthogonal
channels.
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Table 2
Relative errors.

RE for traffic
load distribution

RE for packet
arrival distribution

Loc #1 0.8% 1.19%
Loc #2 2.66% 3.3%

Furthermore, there is a significant difference in traffic
patterns of working days and holidays. While the mean
traffic increases during business hours of working days, it
stays pretty much flat for the whole day during non-
working days. It is to be noted that traffic is non zero for
non-working hours/days as the APs of the campus produc-
tion network always send periodic beacons and the small
variation in traffic is due to the presence of some experi-
mental mesh networks in the vicinity of our monitoring
testbed infrastructure.

The sample traces obtained by traffic sensors through
STT sampling scheme with sampling parameters, SD=1s
and SP = 11 s, hence NKLD values of ~10~*. In order to bet-
ter understand how bad NKLD of 10~ and attribute a
meaning to NKLD values, we also measured relative error
(RE) between sample traces and population traces. The
metric RE is defined as follows:

D
RE=—"3— ()
where Py(Sp,) denotes mean traffic rate of population trace
(sampled trace) for a 1-h interval.

We conducted this experiment at two different loca-
tions in our office building in the UCSD campus (i.e., done
in the same environment used for earlier experiments
and no test traffic is injected into the network). For this
experiment, we modified the architecture of the traffic
sensor node by adding an additional IEEE 802.11 NIC for
performing complete capture of traffic on one dedicated
channel (e.g, channel 6). So, this modified traffic sensor
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Fig. 18. Comparison of sampled traffic traces with population traffic traces.
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Fig. 19. Working days, channel 6: total TI vs. space vs. time.

provides us with two traces: one sampled traffic trace of all
11 channels based on STT with sampling parameters,
SD=1s and SP=11s, and one complete packet trace of
channel 6. The traces are collected over a period of one
week. We then extracted the channel 6 sampled trace from
the 11 channels sampled trace and compared it with the
complete trace of channel 6 in terms of NKLD and RE. We
observed NKLD of ~10~* for different per-packet traffic
distributions such as packet sizes and traffic loads.

We measured RE values of mean packet arrival rate
(packets/s) and mean traffic load (Kbps) metrics for traces
collected at two different locations and reported them in
Table 2. We observe some variation in observed RE values
for the two measurement locations, but still RE is less than
5%. Fig. 18 shows a snapshot of a time-series comparison
between population and sampled traces for the distribu-
tions of packet arrival rates and traffic loads for one of
the two measurement locations. We can see that the
sampled trace matches the population trace very closely.
Hence, we conclude that the proposed STT sampling
scheme with sampling parameters, SD=1s and SP=11s,
has very good sampling accuracy and therefore is a good
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Fig. 20. Working days, channel 8: total TI vs. space vs. time.

Table 3
List of acronyms.

CRC Cyclic Redundancy Check

CST Channel Switch Time

IAT Inter-Arrival Time of packets

KLD Kullback-Leibler Divergence

NIC Network Interface Card

NKLD Normalized Kullback-Leibler Divergence

NTP Network Time Protocol

PLCP Physical Layer Convergence Protocol

RSSI Received Signal Strength Indicator

Scc Systematic Count-driven Count-based sampling

SCT Systematic Count-driven Time-based sampling

SD Sampling Duration

SP Sampling Period

SR Simple Random sampling

SRCC Stratified Random Count-driven Count-based sampling
SRCT Stratified Random Count-driven Time-based sampling
SRTT Stratified Random Timer-driven Time-based sampling
STT Systematic Timer-driven Time-based sampling

TI Traffic Intensity

choice for multi-channel sampling in IEEE 802.11 b/g
networks.
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We finally show plots of Total TI in a spatio-temporal
fashion by fixing the channel. Traffic sensors (nodes 1-7
and 8-11) are deployed on the 6th and 4th floors of the
UCSD CALIT2 building, respectively. Fig. 19 shows the total
TI of an orthogonal channel (6). From this figure we can
observe that Total TI is also varying in the spatial dimen-
sion and it is highest at node 8 deployed on the 4th floor
of building. Due to poor user population in some parts of
the building, some sensors consistently report low spec-
trum utilization for all the channels. Fig. 20 shows total
TI of a non-orthogonal channel (8). It is to be noted that
double counting of same packet by different sensors is pos-
sible if two nearby traffic sensors overhear same set of
packets. However, our characterization does not try to re-
move over counting because for spatial characterization
we are interested in seeing what is the traffic at each
location in the network environment. Cognitive access
points observing such information can take their decisions
(e.g., dynamically selecting the best channel for serving
wireless clients) based on their perceived local traffic load
conditions.

7. Conclusions

In this paper, we studied the sampling accuracy of time-
based sampling schemes such as STT, SRTT, SCT, and SRCT
schemes by using packet traces collected in a campus IEEE
802.11 network. From our experiments, we found that the
systematic timer-driven time-based (STT) sampling strat-
egy is the best sampling strategy for traffic sensing and
characterization in multi-channel wireless networks. We
developed a prototype traffic sensor device which imple-
ments the STT sampling scheme and then presented the
characterization of our campus IEEE 802.11 b/g network
based on sampled traces collected by traffic sensor devices.
We further developed sampling accuracy graphs that can
be used by network engineers for designing multi-channel
wireless traffic sampling systems by choosing the combi-
nation of SP and SD parameters and sampling scheme for
a desired NKLD score. Among the various schemes that
meet the NKLD requirement a scheme that meets the
implementation cost can be chosen. Traffic sensing and
characterization is essential for realizing cognitive net-
working systems. Our future work includes the design of
a cognitive network controller which can use the sampling
strategies and traffic statistics that we discussed to observe
the surrounding environment (in this case, the wireless
spectrum) in a spatio-temporal fashion, to understand
the current channel conditions and the status of the
network, and finally to select the most desirable network
configuration for achieving network-wide performance
goals.

Appendix A

See Table 3.
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